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WP7 in a nutshell (1/2) =

Trials, Evaluation and
Outcomes =

1. Integration process following a predefined methodology and schedule

2. Integrated evaluation methodology (functional, utility, security and data protection)

3. Evaluation services at various stages: design, test installation and trial assessment

4. Software integration and tools (bug reporting, issue tracking, software testing...)

5. Integration of the software modules into an end-to-end PALAEMON platform

6. System-oriented and functional test cases against the integrated platform prototypes

7. Quality assurance during the development and integration processes
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WP7 in a nutshell (2/2)

T7.1 PALAEMON Communications Platform

T7.2 Encryption and Authentication Mechanisms THALES

17.3 Uniform Data Exchange Modules — Interoperability Layer

17.4 VDES Deployment

T7.5 Integration of PALAEMON Prototype System

17.6 PALAEMON Ecosystem testing
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WP7 — Work distribution (M19-M44) 2

Mz22|M23[M24 M43 | M44 |

WP7 PALAEMON Integrated System and Technology Validation Trials

Task 7.1 |PALAEMON Communication Platform

Task 7.2 |Encryption and Authentication Mechanisms

Task 7.3  |Uniform Data Exchange Modules - Interoperability Layer
Task 7.4 |VDES Deployment

Task 7.5 |Integration of PALAEMON Prototype System

Task 7.6 |PALAEMON Ecosystem Testing

» WAP7 original duration: 30 months [M13, M32]
» RP1: D7.4 — Software development and integration methodology

» Tasks extended till month 42 after last amendment
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T7.1 —= PALAEMON Communications Platform (1/2) K

Elyros' emulated infrastructure

Task leader: ATOS

Main outcomes
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Shipboard Legacy Systems

» Deployment view

interne¢ / Cloud

» Physical view

» Security view

User Equipment

» Individual components
(final specification)
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B. Ship Evacuation Process gi i g
redefined

» Real-world to PALAEMON
system translation
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T7.1 — PALAEMON Communications Platform (1/2)

Task leader: ATOS

Main outcomes

D. Implementation of
PALAEMON Evacuation
Coordinator

» Evacuation Status broadcast

» Component status tracker

E. Implementation of Voyage
Report Generator

» Collection of all data from the - —
PALAEMON System s S

» Video + Data
» PDF Report

» Delivery to DPA (mail + cloud
repo)
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https://atos365.sharepoint.com/:v:/r/sites/Palaemon/Shared%20Documents/08-%20Dissemination/Dissemination%20videos/20230131-%20VRG%20video/PALAEMON%20Voyage%20Report%20Generator%20-%20Proof-of-Concepts%20(No%20sound).avi?csf=1&web=1&e=f2c3cW
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T7.2 — Encryption and Authentication Mechanisms (1/2) =

Task leader: THALIT THALES

Main outcomes
A. Multi-layered security approach

» Docker

» Kubernetes
» Kafka

» Keycloak (User-based access)

» Inverse proxy

B. Different access (Authentication &
Authorization) methods

» SSL Certificates
» Oauth 2.0 (Keycloak)

» User & (strong) password
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T7.2 — Encryption and Authentication Mechanisms (2/2) =

Task leader: THALIT THALES
Main outcomes

C. Security aspects related to People
Management System - PaMEAS
(100% GDPR compliant)

AAAAAAA

» Registration and embarkation -
» Personal data anonymization _—
» DB Proxy (dedicated API) i
D. Design, deployment and setup of e

Identity and Access Management
component

» Realms & Clients
» Oauth 2.0 token generation
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T7.3 — Uniform Data Exchange Modules — Interoperability Layer (1/2) &
Task leader: ATOS At‘ss

Main outcomes
A. Analysis of all data exchanged across the platform
B. Definition of the PALAEMON Information Model (based on NGSI-LD standard)

"Timestamp” "2820-81-81 17:88:88"
combDirectionDegrees
‘combPeriod”
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T7.3 — Uniform Data Exchange Modules — Interoperability Layer (2/2) &~
Task leader: ATOS At‘gs

Main outcomes

C. On-the-fly transformation of data
from raw to PALAEMON
Information Model

» MQTT / Kafka ingestion
» NiFi + JOLT transformers

» Connection with Data Fusion Bus

D. Definitive Definition and
Implementation of components’
Evacuation Operation Modes

Ship Stability Toolxit

» Dynamic component behaviour - oo

(Mode 1)
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T7.4 — VDES Deployment (1/2)

Task leader: WISER

Main outcomes

A. Design and development of three (3)
working VDES Prototypes

» HW requirements from VDES standard
» Low Noise Amplifier Module

» Software Defined Radio

» VDES Gateway application

B. Demonstration of the communication via
radio links, supporting the exchange of data
In normal and emergency-based scenarios

» Ship + Shore + AIS transmitter (3™ prototype)

» AIS overhearing and transmission

» VDES Gateway
(VDES < [MQTT « Kafka] «» PALAEMON)
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T7.4 — VDES Deployment (2/2)

Task leader: WISER

Main outcomes

C. Full integration with the
PALAEMON Platform

» AIS (ship position, etc.)

» Weather data (via external
service powered by
DANAQOS)

» Distress signal

. Conning Panel
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T17.5 — Integration of PALAEMON Prototype System
Task leader: ATOS At‘gs

Main outcomes

A. Adaptation from PALAEMON Reference Architecture (WP2) to a real-world
infrastructure

B. Definition and implementation of three (3) major releases of the platform

Final prototype
(Platform v3)

Reference Arch v2

* New companents and services
dertfed

* Security plane defned

* Inter-components workflows

Reference Arch vl

* Component Mentification
mmmmmmmmmmmm
* Layered approach

* Logical connections

* Ship evacuation process

M14
(Jul 2020)
M26
(Jul 2021)

“Proof-of-Concepts

] (Platform v1) Platform v2
... — .
] & « Ship & Shore VMs
2 > Hybirid deployment
o + Communicaticns
E platiorm complete
m i

(fre, grounding + passenger * Security conliguration
accidenty tal)

c. Final version executed on a cloud-based environment, emulating a real ship
hardware infrastructure

D. Compilation of stakeholders with direct interplay with the PALAEMON System
E. Fully-fledged Smart evacuation scenario tested (emulated environment)
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17.6 -

Task leader: ATOS

Main outcomes
A.

PALAEMON Ecosystem Testing (1/2)

AtoS

Software Development and
Integration Methodologies
iImplemented

» Containers (Docker + Compose)

» Orchestration (Kubernetes)

» Open-source (GitLab repo)
» Issue tracking (GitLab)

» Continuous integration / continuous
deployment

Constant interaction

» + 180 alignment meetings B4

» Integration days m
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https://atos365.sharepoint.com/sites/Palaemon/Shared%20Documents/04-%20WPs/WP7/WP7%20Development%20Team%20Tracking.xlsx
https://trello.com/b/avQ5vWDa/palaemon-integration-process
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T7.6 — PALAEMON Ecosystem Testing (2/2)
Task leader: ATOS . Passenger monitoring @ — Aws

/
'

Main outcomes

C. Definition of the Evacuation Messaging
protocol

» Discovery / heartbeat
» Status change broadcast

D. Validation campaign over transversal
services and tools

'> Fnlhjlhﬂ .?-;:'ﬂ Ship Stabifity Toolkit Weather Forecast Toolon
. ok ewrey Ship Stability Toolkit Weather Formcant Tacikst
» Kibana | T o ——
o o ) S,
» Evacuation Coordinator... s ——— i
Situation A R clati ::.:u... :::-—m..

E. Individual verification of the main —— ——via |
software components e .
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WP7 — Deliverables

Deliverable title Leader Type Diss. |[Due date |Submission
level Date

PALAEMON Communications ATOS M37
Platform (V2) 01/06/2022

Encryption and Authentication M39
Mechanisms (V2) LLEees DEM 92 M32 02/08/2022

Uniform Data Exchange Modules — ATOS DEM co M32 M38

D7.2 Interoperability Layer (V2) 11/07/2022

M44

By Deployment of VDES (V2) WISER DEM CO M36 27/01/2023

System Integration & Final M44
PALAEMON Prototype (V2) AUCE St N RO M32 27/01/2023

Test Cases and overall system testing M44
results (V2) Ak MEEm | HO M36 57/01/2023

M44
27/01/2023

ey Public release WP7 ATOS Report PU M36

* Allocated in WP6 fhursey ared =



WP7 —

Deviations from DoA

DoW - General delay dragged from core technical WPs. Deliverables

16.6: PALAEMON Communications Platform V2 (DEM, CO, M32 M37)

D7.1: Encryption and Authentication Mechanisms V2 (DEM, CO, M32 M39)

D7.2: Uniform Data Exchange Modules — Interoperability Layer V2 (DEM, CO, M32 M38)
D7.3: Deployment of VDES V2 (DEM, CO, M36 M44)

D7.5: System Integration & Final PALAEMON Prototype V2 (DEM, CO, M32, M44)

D7.6: Test Cases and Overall System Testing Results (R, PU, M36 M44)

D7.7: Public Release WP7 (R, PU, M36 M44)

UoR - Deviations from RP2 planned PM figures

a No official figures ready for WP7
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Thank you

‘This project (PALAEMON) has received funding from the European Union’s Horizon
2020 research and innovation programme under grant agreement No 814962,

‘The opinions expressed in this document reflect only the author’s view and reflects
in no way the European Commission’s opinions. The European Commission is not
responsible for any use that may be made of the information it contains.’
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